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DETAILED ACTION 



Drawings 

1 . The drawings received on 12/27/00 are acceptable by the examiner. 



Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

3. Claims 1 and 11 are rejected under 35 U.S.C. 102(b) as being anticipated by Grundy 
(U.S. Patent Number 5,291,598). 

Regarding claim 1, Grundy discloses a system for authenticating information 
communicated over a network (see Fig. 1, column 6, line 55-column 7, line 21), comprising an 
originating device (see Fig. 1, column 6, line 51 -column 7, line 35), the originating device 
comprising means for generating data representative of data received by the originating device 
(column 15, lines 28-68, column 18, hne 34-column 19, line 18, and column 21, lines 29-60), 
means for computing a checksum of the input data (column 15, lines 28-68, column 18, line 34- 
colunin 19, line 18, and column 21, lines 29-60), means for encrypting the computed checksum, 
thereby generating an encrypted checksum data (column 15, lines 28-68, column 18, line 34- 
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column 19, line 18, and column 21, lines 29-60), means for convolving the representative data 
and the encrypted checksum data thereby producing a convolved data (column 15, lines 28-68, 
column 18, line 34-column 19, line 18, and column 21, lines 29-60), means for communicating 
the convolved data to a destination device (column 15, lines 28-68, column 18, line 34-column 
19, line 18, and column 21, lines 29-60), the destination device comprising means for computing 
checksum of data received at the destination device (column 15, lines 3-40, column 18, line 45- 
column 19, line 18), means for decrypting the encrypted checksum data from convolved data 
(column 15, lines 46-68, and column 18, line 45-column 20, line 34), means for comparing the 
decrypted checksum data with checksum computed by the destination device in order to verify 
the authenticity of information received by the destination device (colunm 15, lines 46-68, and 
column 18, line 45-column 20, line 34), and means for alerting a recipient at the destination 
device in the event of a mismatch between the decrypted checksum data and the checksum 
computed by the destination device (column 14, line 64-colunin 15, line 45, see Fig. 3). 

Regarding claim 11, Grundy discloses a system for authenticating information 
transmitted via a communications network (see Fig. 1, column 6, line 55-column 7, line 21), 
comprising a transmitting apparatus for converting an original input data into a first format (see 
Fig. 1, column 6, line 51 -column 7, line 35), the transmitting apparatus further comprising means 
for computing an encrypted checksum representing the input data (column 15, lines 28-68, 
column 18, line 34-column 19, line 18, and column 21, lines 29-60), a receiving apparatus for 
receiving data in the first format from the transmitting apparatus (see Fig. 1, column 6, line 51- 
column 7, line 35), the receiving apparatus fiirther comprising means for computing checksum of 
the received data (colunm 15, lines 3-40, column 18, line 45-column 19, line 18), a decrypting 
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means for decrypting the encrypted checksum (column 15, lines 46-68, and column 18, line 45- 
column 20, line 34), and means for comparing the decrypted checksum with checksum of the 
received data, and alerting a recipient at the receiving apparatus in the event of a mismatch 
(column 14, line 64-column 15, line 45, see Fig. 3). 

4. Claims 1 and 11 are rejected under 35 U.S.C. 102(e) as being anticipated by Klein (U.S. 
Patent Number 6,259,367). 

Regarding claim 7, Klein discloses a system for authenticating information 
communicated over a network (see Figs. 1-8), comprising an originating device (see Fig. 1), the 
originating device comprising means for generating data representative of data received by the 
originating device (see Figs. 6 and 7), means for computing a checksum of the input data (steps 
218-220), means for encrypting the computed checksum, thereby generating an encrypted 
checksum data (steps 218-222), means for convolving the representative data and the encrypted 
checksum data thereby producing a convolved data (step 222-226), means for communicating 
the convolved data to a destination device, the destination device (column 9, line 52-column 10, 
line 21) comprising means for computing checksum of data received at the destination device 
(steps 218-222, column 10, lines 7-21), means for decrypting the encrypted checksum data from 
convolved data (steps 220-222, column 10, lines 7-21), means for comparing the decrypted 
checksum data with checksum computed by the destination device in order to verify the 
authenticity of information received by the destination device (see Fig. 8, steps 224-228, column 
10, lines 7-21), and means for alerting a recipient at the destination device in the event of a 
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mismatch between the decrypted checksum data and the checksum computed by the destination 
device (see Fig. 8, steps 224-228, column 10, Unes 7-21). 

Regarding claim 11, Klein discloses a system for authenticating information transmitted 
via a communications network (see Figs. 1-8), comprising a transmitting apparatus for 
converting an original input data into a first format (see Figs. 6 and 7, column 9, line 52-column 
10, line 6), the transmitting apparatus further comprising means for computing an encrypted 
checksum representing the input data (steps 218-224, column 9, line 66-column 10, line 6), a 
receiving apparatus for receiving data in the first format fi-om the transmitting apparatus (see Fig. 
8, column 9, line 61 -column 10, line 21), the receiving apparatus further comprising means for 
computing checksum of the received data (steps 218-222), a decrypting means for decrypting the 
encrypted checksum (step 220), and means for comparing the decrypted checksum with 
checksum of the received data, and alerting a recipient at the receiving apparatus in the event of a 
mismatch (see Fig. 8, steps 224-228, column 10, lines 7-21). 
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Claim Rejections - 35 USC §103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

6. Claims 1-18 are rejected under 35 U.S.C. 103(a) as being unpatentable over Adler et al 
(U.S. Patent Number 6,256,1 15) in view of Fischer (U.S. Patent Number 5,214,702). 

Regarding claim i, Adler discloses a system for authenticating information 
communicated over a network (see abstract), comprising an originating device (see Fig. 1, node 
10, column 4, line 57-column 6, line 42), the originating device comprising means for generating 
data representative of data received by the originating device (column 6, line 17-column 7, line 
15), means for computing a checksum of the input data (coliunn 18, lines 14-59), means for 
encrypting the computed checksum, thereby generating an encrypted checksum data (see 
abstract, column 5, line 66-column 6, line 16, and column 18, lines 14-59), means for convolving 
the representative data and the encrypted checksum data thereby producing a convolved data 
(column 18, line 42-column 19, line 24), means for conmiunicating the convolved data to a 
destination device (node 14, column 4, line 62-column 6, line 42), the destination device 
comprising means for computing checksum of data received at the destination device, means for 
decrypting the encrypted checksum data from convolved data (see abstract, column 21, lines 10- 
30, and column 22, lines 26-42), means for comparing the decrypted checksum data with 
checksum computed by the destination device in order to verify the authenticity of information 
received by the destination device, and means for alerting a recipient at the destination device in 
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the event of a mismatch between the decrypted checksum data and the checksum computed by 
the destination device. 

However, Adler fails to expressly disclose if the destination device further comprises 
means for computing checksum of data received at the destination device, means for comparing 
the decrypted checksum data with checksum computed by the destination device in order to 
verify the authenticity of information received by the destination device, and means for alerting a 
recipient at the destination device in the event of a mismatch between the decrypted checksum 
data and the checksum computed by the destination device. 

Fischer discloses a system for authenticating information communicated over a network 
(see abstract and Fig. 1), comprising an originating device (terminal A, column 9, lines 28-66), 
the originating device comprising means for generating data representative of data received by 
the originating device (column 9, lines 28-66, column 15, line 47-column 16, line 21), means for 
computing a checksum of the input data (column 15, line 47-column 16, line 21), means for 
encrypting the computed checksimi, thereby generating an encrypted checksum data (column 9, 
lines 28-66, colunm 15, line 47-column 16, line 21), means for convolving the representative 
data and the encrypted checksum data thereby producing a convolved data (column 9, lines 28- 
66, column 15, line 47-column 16, line 21), means for communicating the convolved data to a 
destination device (terminals B-N, column 9, lines 28-66), the destination device comprising 
means for computing checksum of data received at the destination device (column 16, lines 13- 
43), means for decrypting the encrypted checksum data from convolved data (column 10, lines 
25-65, and column 16, lines 3-27), means for comparing the decrypted checksum data with 
checksum computed by the destination device in order to verify the authenticity of information 
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received by the destination device (column 16, lines 13-51), and means for alerting a recipient at 
the destination device in the event of a mismatch between the decrypted checksum data and the 
checksum computed by the destination device (column 16, lines 28-51). 

Adler & Fischer are combinable because they are from the same field of endeavor, being 
systems that transmit encrypted data to a destination, where it is decrypted. 

At the time of the invention, it would have been obvious to a person of ordinary skill in 
the art to combine the teachings of Fischer with the system of Adler. 

The suggestion/motivation for doing so would have been that Adler' s system would have 
better security with the inclusion of Fischer's teachings, as the destination device can decipher 
the transmitted message and verify the integrity of the message, thus reducing the chance of 
corruption, as recognized by Fischer in column 7, lines 26-55. 

Therefore, it would have been obvious to combine the teachings of Fischer with the 
system of Adler to obtain the invention as specified in claim 1 . 

Regarding claim 2, Adler and Fischer disclose the system discussed above in claim 1, and 
Adler further teaches that the originating device comprises means for rasterizing input 
documents (column 2, lines 4-39, and column 5, line 66-column 6, line 42). 

Regarding claim J, Adler and Fischer disclose the system discussed above in claim 1, and 
Adler further teaches that the originating device is a digital facsimile apparatus (column 4, line 
47-column 5, line 65). 

Regarding claim 4, Adler and Fischer disclose the system discussed above in claim 1, and 
Adler further teaches that the originating device is a computer system capable of converting a 
digital document to a facsimile compatible format (column 5, line 66-column 6, line 42). 
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Regarding claim 5, Adler and Fischer disclose the system discussed above in claim 4, and 
Adler further teaches that the computer system comprises communication means with 
communication software installed in the computer system (column 14, lines 5-28, and columnlT, 
line 15-column 18, line 41). 

Regarding claim 6, Adler and Fischer disclose the system discussed above in claim 1, and 
Adler fiirther teaches that the destination device comprises a computer system comprising 
communication means with communication software installed in the computer system (colximn 9, 
line 46-colunm 10, line 45). 

Regarding claim 7, Adler and Fischer disclose the system discussed above in claim 1, and 
Adler fiirther teaches that information from the originating device to the destination device is 
communicated over a PSTN (column 5, line 12-column 6, line 64). 

Regarding claim 8y Adler and Fischer disclose the system discussed above in claim 1, and 
Adler fiirther teaches of means for converting the convolved data into a format compatible for e- 
mail transmission (column 18, lines 14-59). 

Regarding claim 9, Adler and Fischer disclose the system discussed above in claim 1, and 
Adler fiorther teaches that information from the originating device to the destination device is 
communicated via a wireless network (column 4, line 66-column 5, line 65, wherein the 
"primary network of 24 could be realized with existing data and voice networks. . .", thus 
including a wireless network). 

Regarding claim 10, Adler and Fischer disclose the system discussed above in claim 1, 
and Adler fiirther teaches that information from the originating device to the destination device is 
communicated via internet (column 5, lines 12-21, and column 18, lines 14-59). 
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Regarding claim 11, Adler discloses a system for authenticating information transmitted 
via a communications network (see abstract), comprising a transmitting apparatus for converting 
an original input data into a first format (see Fig. 1, node 10, column 4, line 57-column 6, line 
42), the transmitting apparatus further comprising means for computing an encrypted checksum 
representing the input data (see abstract, column 5, line 66-column 6, line 16, and column 18, 
lines 14-59), a receiving apparatus for receiving data in the first format fi-om the transmitting 
apparatus (node 14, column 4, line 62-colxmin 6, line 42), the receiving apparatus further 
comprising a decrypting means for decrypting the encrypted checksxmi (see abstract, column 21, 
lines 10-30, and column 22, lines 26-42). 

However, Adler fails to expressly disclose if the receiving apparatus further comprises 
means for computing checksum of the received data, and means for comparing the decrypted 
checksum with checksum of the received data, and alerting a recipient at the receiving apparatus 
in the event of a mismatch. 

Fischer discloses a system for authenticating information transmitted via a 
communications network (see abstract and Fig. 1), comprising a transmitting apparatus for 
converting an original input data into a first format (terminal A, column 9, lines 28-66), the 
transmitting apparatus further comprising means for computing an encrypted checksum 
representing the input data (column 15, line 47-column 16, line 21), a receiving apparatus for 
receiving data in the first format firom the transmitting apparatus (terminals B-N, colunm 9, lines 
28-66), the receiving apparatus further comprising means for computing checksum of the 
received data (hashing algorithm 34, column 6, lines 13-43), a decrypting means for decrypting 
the encrypted checksum (column 16, lines 3-27), and means for comparing the decrypted 
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checksum with checksum of the received data, and alerting a recipient at the receiving apparatus 
in the event of a mismatch (colunm 16, hnes 28-43). 

Adler & Fischer are combinable because they are from the same field of endeavor, being 
systems that transmit encrypted data to a destination, where it is decrypted. 

At the time of the invention, it would have been obvious to a person of ordinary skill in 
the art to combine the teachings of Fischer with the system of Adler. 

The suggestion/motivation for doing so would have been that Adler' s system would have 
better security with the inclusion of Fischer's teachings, as the destination device can decipher 
the transmitted message and verify the integrity of the message, thus reducing the chance of 
corruption, as recognized by Fischer in column 7, lines 26-55. 

Therefore, it would have been obvious to combine the teachings of Fischer with the 
system of Adler to obtain the invention as specified in claim 11, 

Regarding claim 12, Adler and Fischer disclose the system discussed above in claim 11, 
and Adler further teaches that the transmitting apparatus is a digital facsimile system (column 4, 
line 47-colunm 5, line 65) (column 4, line 47-column 5, line 65). 

Regarding claim 13, Adler and Fischer disclose the system discussed above in claim 11, 
and Adler further teaches that the receiving apparatus is a digital facsimile system (column 4, 
line 47-column 5, line 65). 

Regarding claim 14, Adler and Fischer disclose the system discussed above in claim 11, 
and Adler further teaches that the transmitting apparatus comprises a computer system 
comprising a communication means with communication software installed in the computer 
system (column 9, line 46-column 10, line 45). 
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Regarding claim 15, Adler and Fischer disclose the system discussed above in claim 14, 
and Adler further teaches of a server system in communication with the computer system 
(column 4, line 62-column 5, line 65). 

Regarding claim 16, Adler and Fischer disclose the system discussed above in claim 11, 
and Adler further teaches that the receiving apparatus comprises a computer system comprising a 
communication means with communication software installed in the computer system (colunm 9, 
line 46-column 10, line 45). 

Regarding claim 17, Adler and Fischer disclose the system discussed above in claim 16, 
and Adler further teaches that the server system is in communication with the computer system, 
the server system configured to receive and store the decrypted checksum along with the 
received data in the first format (see abstract, column 21, lines 10-30, and column 22, lines 26- 
42). 

Regarding claim 18, Adler and Fischer discloses the system discussed above in claim 17, 
and Fischer further teaches of an e-mail system configured to access the server system, the e- 
mail system being operable to receive and display the decrypted checksum along with the 
received data in the first format, the received data being viewed using a software capable of 
displaying the received data (see abstract, column 25, lines 8-54, and column 27, line 33-colunin 
28, line 60). 

As discussed above, Adler & Fischer are combinable because they are from the same 
field of endeavor, being systems that transmit encrypted data to a destination, where it is 
decrypted. 
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At the time of the invention, it would have been obvious to a person of ordinary skill in 
the art to combine the teachings of Fischer with the system of Adler. 

The suggestion/motivation for doing so would have been that Adler' s system would have 
better security with the inclusion of Fischer's teachings, as the destination device can decipher 
the transmitted message and verify the integrity of the message, thus reducing the chance of 
corruption, as recognized by Fischer in column 7, lines 26-55. 

Therefore, it would have been obvious to combine the teachings of Fischer with the 
system of Adler to obtain the invention as specified in claim 18. 

Citation of Pertinent Prior Art 

7. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure: 

Brandenburg (U.S. Patent Number 5,894,516) discloses a broadcast software 
distribution system that employs the encryption of checksums. 
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Conclusion 

8. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Joe Pokrzywa whose telephone number is (703) 305-0146. The 
examiner can normally be reached on Monday-Friday, 7:30-4:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Edward L. Coles can be reached on (703) 305-4712. The fax phone number for the 
organization where this appUcation or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Joseph R. Pokrzywa 

Examiner 

Art Unit 2622 




